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There is a comforting narrative in enterprise AI: "We can always switch
models." The API is standardized. The prompts are just text. If a better
model comes along — or a cheaper one, or one with better compliance
properties — you point your application at the new endpoint and move on.

This narrative is false. Dangerously, expensively false.

The warning signs are already visible. OpenAI retired GPT-4o from ChatGPT
on February 13, 2026, while explicitly leaving API access unchanged — a
reminder that product surfaces and API surfaces have different lifecycle
risks. More importantly for production teams, OpenAI deprecated the
Assistants API after reaching feature parity in the Responses API, with
shutdown scheduled for August 26, 2026. Teams that built deeply on
Assistants must migrate state, orchestration, tool loops, prompt
configuration, and conversation handling even if they stay with the same
vendor.

The industry's response has been predictable: 37% of enterprises now use
five or more models, up from 29% the prior year (a16z Enterprise Survey,
2025). Gateway adoption is also accelerating: Gartner's Market Guide for
AI Gateways is cited by vendors as predicting that 70% of software
engineering teams building multimodal or multimodel applications will use
AI gateways by 2028, up from 25% in 2025. But multi-model strategies add
their own complexity, and the abstraction layers that promise vendor
independence have real limitations.

This article maps the five distinct layers where AI vendor lock-in occurs,
explains what breaks at each layer when you attempt to switch, and
presents the architectural patterns that make model portability
achievable — not as a config change, but as a managed engineering
discipline.

The Lock-In Is Deeper Than You Think
Most discussions of AI vendor lock-in focus on the API layer: different
providers have different request formats, different SDKs, different
authentication patterns. This is the shallowest form of lock-in and the
easiest to solve.

The real lock-in operates at five layers, each deeper and more expensive
to migrate than the last. Like geological strata, the surface layers are
easy to move; the deep layers require excavation.

Layer What locks you in Switching cost Time to migrate
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1. API & SDK
Integration

Request formats,
SDKs, auth, error
handling

Code changes across
the stack

Days to weeks

2. Prompt Engineering Model-specific
tuning, instruction
styles, output format
assumptions

Re-optimization +
regression testing

Weeks

3. Fine-Tuned Models Custom training on
vendor platform

Complete retraining +
new data pipeline

Weeks to months

4. Embedding Models Entire vector index
built on one model's
geometry

Full re-embedding of
corpus

Weeks to months +
significant compute

5. Operational
Control Plane

Evaluation suites,
monitoring,
automations,
deployment pipelines

Rebuild operational
infrastructure

Months

Each layer compounds the one above it. An organization locked in at all
five layers faces a migration that is closer to a platform rewrite than a
configuration change.

Layer 1: API & SDK Integration
This is the most visible and most discussed form of lock-in — and
paradoxically, the least problematic.

What locks you in
Each provider ships its own SDK with its own conventions:

- OpenAI: openai Python/Node SDK, Chat Completions API (now
transitioning to Responses API)
- Anthropic: anthropic SDK, Messages API with XML-friendly conventions
- Google: google-genai SDK, Vertex AI or AI Studio endpoints
- Open source: vLLM, Ollama, or vendor-specific APIs with
OpenAI-compatible wrappers

Your codebase ends up with provider-specific imports, authentication
patterns, response parsing, error handling, and retry logic scattered
across the application.

What breaks when you switch
The surface-level differences are straightforward: different JSON schemas
for requests and responses, different streaming protocols, different
error codes. But the subtle incompatibilities are more dangerous.
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Tool calling formats diverge. OpenAI, Claude, and Gemini all support
function calling, but their JSON schema specifications differ. OpenAI
doesn't support constraint properties like minimum or format: uuid. Gemini
doesn't support $ref or anyOf. Claude fully supports JSON Schema 2020-12
draft. An agent framework built on one provider's tool calling spec will
produce malformed requests on another.

Conversation history is not portable. When switching models
mid-conversation — a common pattern in multi-model architectures — the new
model sees tool-call artifacts from the previous model in the conversation
history. Weaker models may then output text that mimics tool-call format
instead of actually invoking tools through the proper function-calling
interface.

The Assistants API trap. OpenAI's Assistants API (Threads, Runs, Vector
Stores) created an entire stateful abstraction with no equivalent in other
providers. Its retirement in August 2026 forces migration to the Responses
API — a different architecture even within OpenAI. Teams that built deeply
on Assistants face a migration that touches their entire agent
orchestration layer.

The mitigation
LLM Gateways mitigate much of the API layer. LiteLLM (open-source,
self-hosted) and OpenRouter (500+ models) both provide a unified interface
that abstracts provider differences. AWS, Azure, and GCP all offer gateway
services now.

The pattern is simple: your application code calls a model interface, not
a provider SDK. The gateway handles format translation, authentication,
fallbacks, and cost tracking.

Application → LLM Gateway → Provider A (primary)
                          → Provider B (fallback)
                          → Provider C (cost-optimized)

But gateways don't solve layers 2-5. They normalize the API surface. They
don't normalize the model's behavior.

Layer 2: Prompt Engineering
This is where "just switch models" falls apart for the first time, and
where most enterprises get their first painful lesson in lock-in.

What locks you in
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Effective prompting is model-specific. Each model family has different:

- Instruction-following characteristics. Reasoning models prefer
simpler instructions; chat-style models require explicit, clean
instructions.
- Output format biases. GPT models tend toward generating
JSON-structured outputs. Anthropic models handle JSON and XML schemas
with similar facility.
- Verbosity calibration. Different model versions have different
default response lengths. Instructions like "be concise" may
overcorrect on some models. Prompts without length guidance can
generate unexpectedly brief or verbose responses depending on the
model.
- System message handling. Newer models may implement stricter
instruction hierarchies: system messages override developer messages,
which override user messages. Implicit constraints that older models
inferred from context may no longer work.
- Context window performance. Raw context window size doesn't predict
performance. Some models degrade significantly with prompts longer
than 8-16K tokens, despite supporting 128K or 200K.

A case study: GPT-4o → GPT-4.1
We documented a real production migration of an e-commerce classification
system from GPT-4o to GPT-4.1 — a switch within the same vendor (The Agile
Monkeys, 2025). The findings are instructive:

The baseline prompt performed worse on the new model. Our production
prompt (v25), optimized for GPT-4o, scored 85.86% accuracy on GPT-4o but
dropped to 81.82% on GPT-4.1. Simply redirecting the API call to the new
model would have shipped a regression.

Prompt re-optimization was required. We developed two new prompt versions:

- v26: Stripped tasks better handled by code logic, reducing token
usage
- v27: Reintroduced domain-specific terminology via a glossary

Only then did the new model surpass the old one. v26 on GPT-4.1 achieved
93.33% — an 11.5 percentage point improvement over the baseline. But this
required a 165-query evaluation dataset, a golden dataset based on the
actual product catalog, and iterative prompt engineering.

Key insight: the model switch and the prompt optimization were
inseparable. You cannot evaluate a model switch without re-optimizing
prompts, and you cannot know if a model is better until you've invested
the prompt engineering effort.
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The cost of prompt migration
Months of prompt engineering effort — the accumulated knowledge of what
works for a specific model — may not transfer. Every system message, every
few-shot example, every formatting instruction was tuned for a specific
model's interpretation patterns. GPT-5.1 enforces stricter JSON schema
validation than GPT-4o. Structured output parsers that worked fine before
will encounter malformed rejection errors.

As one practitioner account describes, teams with version-controlled
prompts, automated regression suites, and model-agnostic prompt
architecture reduced migration effort "from several months to a couple of
weeks" (EchoStash, 2026). Teams without these foundations face open-ended
rework.

The mitigation
- Evaluation-driven migration. Never switch models without a
quantitative evaluation framework. Our methodology — prompt-level
evaluations on curated query sets plus application-level evaluations
on golden datasets — is the minimum viable approach.
- Version-controlled prompts. Store prompts outside application code,
with full version history and rollback capability.
- Model-agnostic prompt patterns. Avoid model-specific tricks (e.g.,
"think step by step" works differently across model families). Write
explicit, complete instructions that don't rely on any model's
idiosyncratic inference patterns.
- Continuous benchmarking. Run evaluations against multiple models
regularly, not just during migration events.

Layer 3: Fine-Tuned Models
Fine-tuning creates the first layer of lock-in that money alone cannot
quickly solve.

What locks you in
When you fine-tune a model on a vendor's platform, you create an asset
that exists only within that vendor's ecosystem:

- Training data is processed into weights that are specific to the
base model architecture. You cannot extract your fine-tune and apply
it to a different base model.
- OpenAI fine-tunes live on OpenAI. Anthropic fine-tunes live on
Anthropic. There is no export mechanism.
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- When the base model retires, your fine-tune has an expiration date.
Vendors may provide grace periods for older fine-tuned model families,
but the eventual migration path is still retraining on a newer base
model.
- Fine-tuning on newer models may not be available. As of early 2026,
GPT-5 models do not yet support fine-tuning in Azure AI Foundry.
Organizations that need fine-tuning are stuck on GPT-4.1 or older
models.

What breaks when you switch
Fine-tuning migration means retraining from scratch:

Curate training data (which hopefully you retained — many
organizations don't)
Validate data format compatibility with the new base model
Run training on the new platform (different hyperparameters, different
training APIs)
Evaluate the new fine-tune against the old one
Discover that the new base model + fine-tune produces different
behavior, requiring prompt and pipeline adjustments

A LoRA adapter on an open-source model is often cited as the
cost-effective alternative — smaller adapters can capture domain-specific
behavior without full retraining — but this trades one form of lock-in
(vendor platform) for another (model architecture). A LoRA trained on
Llama 3 doesn't transfer to Mistral.

The mitigation
- Prefer prompting and RAG over fine-tuning when possible. Fine-tuning
is most justified for behavioral alignment (output format, tone,
domain-specific reasoning patterns) that prompting cannot achieve.
- Retain all training data. The data is the transferable asset, not
the weights. Store it in a vendor-neutral format with full provenance.
- Evaluate whether open-source fine-tuning gives comparable results.
Self-hosted models eliminate platform lock-in (though they introduce
infrastructure lock-in). A fine-tuned Llama 3 or Qwen 3 running on
your infrastructure is yours to keep.
- Budget for retraining. Every fine-tuned model has an implicit
retraining cost that should be factored into the TCO calculation.

Layer 4: Embedding Models
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This is one of the deepest and most expensive forms of technical lock-in,
and one most organizations don't recognize until they hit it.

What locks you in
When you build a RAG pipeline, you choose an embedding model to convert
your documents into vectors. Those vectors are stored in a vector database
— potentially millions or billions of them. The critical fact: embeddings
from different models are mathematically incompatible. They live in
different geometric spaces.

An embedding generated by OpenAI's text-embedding-3-large and an embedding
generated by Cohere's embed-v4 cannot be meaningfully compared, even if
they have the same dimensionality. The models learned different
representations of meaning. Cosine similarity between cross-model
embeddings is noise.

This means that switching embedding models requires re-embedding your
entire corpus. Every document, every chunk, every piece of indexed
knowledge must be processed through the new model and re-indexed.

What breaks when you switch
- At 100 million documents with 3,072-dimensional embeddings
(float32), the vector data alone is ~1.2 TB that must be regenerated.
At 1,024 dimensions, ~400 GB. The compute cost is significant; the
time cost is often worse.
- Search quality degrades during migration. You cannot mix old and new
embeddings in the same index. Either you run parallel indexes
(doubling storage and cost) or you accept a migration window where
search quality is compromised.
- Downstream systems break. Similarity thresholds, reranking scores,
and retrieval pipelines were calibrated for the old model's embedding
distribution. A new model produces different score distributions,
requiring recalibration.
- Domain-specific fine-tuned embeddings are lost. If you fine-tuned
your embedding model for domain-specific vocabulary, that fine-tune
doesn't transfer across model architectures.

As we documented in "Embeddings Are Not Private," the security properties
of embeddings also vary by model — a factor that adds yet another
dimension to the switching decision.

The cost calculus
In our internal assessment, for standard applications, a significant
improvement in retrieval quality (roughly 10-15% or more) is usually
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needed to justify re-embedding costs. For high-risk applications
(healthcare, legal), a smaller improvement may suffice given the higher
value of accuracy. Below these thresholds, the operational disruption
often outweighs the benefit.

The mitigation
- Choose embedding models defensibly. This is a long-term
infrastructure decision, not a casual choice. Open-source embedding
models (e.g., from the MTEB leaderboard) eliminate vendor pricing
risk, though they still create architectural lock-in.
- Design for re-embedding. Maintain the original text alongside
embeddings so you can re-embed without recovering source documents.
Store chunking logic as code, not just the chunks.
- Use modular retrieval pipelines. Frameworks like Haystack and
LangChain allow swapping embedding models without rewriting pipeline
logic — though the re-indexing cost remains.
- Consider gradual migration. Re-embed documents on access or in
batches, running parallel indexes during the transition. This trades
speed for lower disruption.
- Monitor embedding model benchmarks. The MTEB leaderboard evolves
rapidly. A model that was state-of-the-art 12 months ago may be
significantly outperformed. Factor periodic re-embedding into your
operational roadmap.

Layer 5: Operational Control Plane
The final layer is the most insidious because it's invisible until you try
to migrate.

What locks you in
Production AI systems accumulate operational infrastructure around one
provider's behavior:

- Evaluation suites built on vendor-specific output patterns (expected
response formats, scoring rubrics calibrated to one model's behavior)
- Monitoring and observability configured for one provider's latency
characteristics, error codes, and rate limiting patterns
- Cost tracking and budgeting based on one provider's pricing model
(per-token, per-request, per-minute)
- Deployment pipelines integrated with vendor-specific APIs (Azure
OpenAI, AWS Bedrock, GCP Vertex)
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- Custom field mappings, approval chains, and reporting dashboards
built on assumptions about model output structure
- Agent orchestration logic that depends on specific tool-calling
conventions, streaming behavior, or conversation management patterns
- Incident playbooks and compliance evidence built around one
provider's audit logs, data-processing guarantees, and operational
failure modes

What breaks when you switch
The article by SaaStr on prompt portability captures this precisely: while
the prompt itself might be portable, the workflow automations, custom
field mappings, approval chains, and reporting dashboards built on top of
an agent's output do not transfer.

Switching models means:

- Rebuilding evaluation datasets (because expected outputs change)
- Recalibrating monitoring thresholds (because latency, error, and
cost patterns differ)
- Updating cost models (because pricing structures vary: OpenAI
charges per token, some providers charge per request, others per
compute-second)
- Revalidating compliance controls (because audit logs, data
residency, and processing guarantees differ by provider)

The mitigation
- Provider-agnostic observability. Use tools like Helicone, LangSmith,
or Braintrust that work across providers rather than vendor-specific
dashboards.
- Abstract evaluation from model specifics. Evaluate on semantic
correctness (does the output mean the right thing?) rather than exact
match (does the output look exactly like GPT-4o's output?).
- Standardize on open protocols. MCP (Model Context Protocol) for tool
integration, OpenTelemetry for observability, and OpenAI-compatible
APIs as a baseline format reduce proprietary surface area.
- Build migration playbooks. Document exactly what needs to change at
each layer when switching models. The teams that migrated from GPT-4o
fastest were those with written runbooks, not those with the best
engineers.

The Multi-Model Reality



11
© 2026 The Agile Monkeys

The enterprise response to vendor lock-in has been to adopt multiple
models. This is pragmatic but introduces its own challenges.

The portfolio approach
Organizations increasingly use different models for different tasks:

- High-reasoning tasks: The most capable model available (e.g.,
frontier models from Anthropic, OpenAI, Google)
- High-throughput, low-complexity tasks: Cost-optimized models (Claude
Haiku, GPT-5-nano, Gemini Flash)
- Privacy-sensitive tasks: Self-hosted open-source models (Llama 3,
Qwen 3, DeepSeek V3.1)
- Domain-specific tasks: Fine-tuned models on the platform with the
best fine-tuning infrastructure

This is sound architecture. But it means every system now manages multiple
provider integrations, multiple prompt variants, and multiple evaluation
pipelines. The complexity doesn't disappear — it gets distributed.

The gateway pattern
The LLM Gateway has emerged as the standard architectural response:

Application Layer
       │
       �
┌─────────────────────────────┐
│       LLM Gateway           │
│  ─────────────────────────  │
│  Unified API interface      │
│  Request routing             │
│  Cost tracking               │
│  Rate limiting               │
│  Fallback orchestration      │
│  Audit logging               │
└─────┬──────┬──────┬─────────┘
      │      │      │
      �      �      �
   OpenAI  Claude  Gemini  Self-hosted

Self-hosted gateways (LiteLLM, TrueFoundry): Full control, policy-as-code
via GitOps, deep integration with existing observability. Ideal for
enterprises with strict data residency or compliance requirements.

Managed gateways (OpenRouter, Portkey, Helicone): No hosting overhead,
single billing, broad provider coverage. Ideal for teams prioritizing
speed and operational simplicity.

Cloud-native gateways (AWS Bedrock, Azure AI Gateway, GCP Vertex): Tight
integration with cloud infrastructure, enterprise SLAs, managed security.
Ideal for organizations already committed to a cloud provider.
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What gateways don't solve
Gateways solve Layer 1 (API normalization) and partially address Layer 5
(unified monitoring, cost tracking). They do not solve:

- Prompt portability (Layer 2): The same prompt produces different
results on different models
- Fine-tune portability (Layer 3): Custom models don't transfer
- Embedding compatibility (Layer 4): Vector spaces are model-specific

A gateway is necessary infrastructure for multi-model operations. It is
not sufficient for vendor independence.

The Market Is Forcing the Issue
Model vendor lock-in is not an abstract future risk. It's happening now.

Product and API lifecycles are diverging. GPT-4o was retired from ChatGPT
on February 13, 2026, while API access continued. The Assistants API, by
contrast, is scheduled to shut down on August 26, 2026, forcing
architectural migration for teams built on Threads, Runs, Assistants, and
Vector Stores. The lesson is not "OpenAI removed GPT-4o from the API." It
is that model surfaces, product surfaces, and platform abstractions change
on different schedules — and production systems must be designed for all
three.

Enterprise market share is shifting. Menlo Ventures' 2025 mid-year LLM
market update found Anthropic at 32% of enterprise usage, ahead of OpenAI
at 25% and Google at 20%. Ramp's March 2026 AI Index found Anthropic
winning about 70% of head-to-head matchups against OpenAI among businesses
purchasing AI services for the first time. Specific figures vary by sample
and methodology, but the trend is clear: enterprises are actively
diversifying across providers.

Open-source models are crossing the viability threshold. Models like
DeepSeek V3.1, Qwen 3, and Llama 3 now compete with proprietary
alternatives at dramatically lower inferencing costs, making self-hosted
deployment a credible option for cost-sensitive workloads. The
competitive pressure is forcing closed vendors to compete on price, speed,
and openness.

The model lifecycle is accelerating. GPT-4o lasted barely two years in
ChatGPT before retirement from that product surface, while API
availability continued. The broader trend still points toward shorter
model and platform lifecycles. Any architecture that cannot absorb a model
change within weeks — not months — is an architecture with unmanaged
technical debt.
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Recommendations

For organizations evaluating their current lock-in exposure
Audit your five layers. For each layer, document: which vendor you
depend on, what the switching cost would be, and what your current
mitigation is. If any layer has no mitigation, that's your
highest-priority architectural debt.
Classify your lock-in as deliberate or accidental. Deliberate lock-in
(we chose OpenAI fine-tuning because it's the best for our use case,
and we've budgeted for retraining) is a valid business decision.
Accidental lock-in (we didn't realize our evaluation suite would
break) is technical debt.
Calculate your migration budget. Based on the audit, estimate what it
would cost to switch your primary model provider within 30 days. If
the answer is "we don't know" or "more than $1M," you have a lock-in
problem.

Layer Current
dependency

What breaks Portability
asset

Migration test

API & SDK
Integration

Provider SDKs,
auth,
request/response
schemas

Calls, retries,
streaming, tool
formats

Gateway
interface and
adapter tests

Route a staging
workload through
a second
provider

Prompt
Engineering

Model-specific
instructions and
examples

Accuracy, output
format,
verbosity

Versioned
prompts and eval
datasets

Run the same
eval suite on
two target
models

Fine-Tuned
Models

Vendor-hosted
custom model

Custom behavior
and training
pipeline

Training data
with provenance

Retrain or
simulate on a
second base
model

Embedding Models Vector space,
index,
thresholds

Search quality,
reranking,
similarity
scores

Source text,
chunking code,
metadata schema

Build a parallel
index for a
representative
corpus

Operational
Control Plane

Monitoring,
routing, cost,
incident
workflows

Dashboards,
alerts, budgets,
audit evidence

Provider-agnosti
c telemetry and
runbooks

Shadow traffic
and verify
alerts/cost
controls

For organizations building new AI systems
Deploy an LLM Gateway from day one. The operational cost is low
compared with an emergency migration. The optionality it preserves is
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significant.
Build evaluation-first. Before writing a single prompt, build the
evaluation framework that will tell you whether a model switch helped
or hurt. This is the single highest-leverage investment for long-term
portability. Our GPT-4o → GPT-4.1 migration succeeded because the
evaluation framework existed before the migration started.
Treat prompts as versioned artifacts. Store them outside application
code, with version history, associated evaluation results, and model
compatibility metadata.
Choose embedding models as infrastructure decisions. Don't default to
whatever your LLM provider offers. Evaluate independently, prefer
open-source models for portability, and design your pipeline to
survive re-indexing.
Retain all training data. If you fine-tune, your training data is the
only truly portable asset. Store it in a vendor-neutral format with
full documentation.

For organizations planning a model migration
Start with evaluation, not experimentation. Build or expand your
evaluation suite to cover critical paths before touching the model
configuration.
Migrate prompts before migrating the model. Optimize prompts for the
target model in a staging environment. Our data shows that baseline
prompts often regress on new models — the prompt migration is the
migration.
Plan for the embedding layer explicitly. If your migration involves
changing embedding models, budget for full re-indexing. There are no
clean shortcuts.
Run parallel deployments. Shadow the new model alongside the old one,
comparing outputs on live traffic before switching.
Document everything. Every migration builds institutional knowledge
for the next one. And there will be a next one — probably within 18
months.

The goal is not to avoid all lock-in. That is unrealistic. The goal is to
make lock-in deliberate, priced, and reversible. Choosing one provider
deeply can be the right decision when the benefits are clear. The failure
mode is discovering, under deadline pressure, that the choice was deeper
than anyone realized.
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